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AWS IoT: FI\A R&F 1 7(CiEH

Publishers

Multi-protocol Message Gateway
Millions of devices and apps can connect
over MQTT or HTTP.

Elastic Pub Sub Broker
Go from 1 to 1-billion long-lived
connections with zero provisioning

Secure by Default
Connect securely via X509 Certs and

TLS v1.2 Client Mutual Auth e
Subscribers#
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AWS IoT: AWSADX%E

Registry l i
L»((

Establishes an identity for devices and A\ - i?nefi?bda'
manages metadata such as the devices’ G@Dﬁ) DynamoDB
attributes and capabilities =7 ™S NS
Rules Engine
Shadows
Apps and devices can access “RESTful”
Shadow (Thing’s State) that is in sync with '-ﬂ'- D —
the device — # |
Mobile App
Rules and Actions Shadow
Match patterns and take actions to send o
data to other AWS services or republish /o) {Thing Name,

> MJ Sensor Temp,
N _/'/ , GetTemp(),

Output LED}
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MQTT vs HTTPS
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MQTT Publish/Subscribe
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AWS IoT/RhUS —

FINA R UTAWS IoTOEDUY — R (MEWTIRE) (TR L.
EDXDRIERZTESXDH . O VERSSEH O] EE

"Version": "2012-10-17",

"Statement": [{
"Effect": "Allow",
"Action":["iot:Publish"]

"Resource": ["arn:aws:iot:ap-northeast-1-1:123456789012:topic/foo/bar"]

3
"Effect": "Allow",

"Action": ["iot:Connect"],
"Resource": ["*"]

SIBAE=(C 745 vT Bl
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IW=ILVI>>>

{ “color”: “red” }

.
s if [ turn to [
o) «©

__, {oyey
= - -

SELECT * FROM ‘things/thing-2/color’

WHERE color = ‘red’

> T)LJIBNIZEX

- QX ZfES T hEYODT 1 ILE

- AT 3> DWHERER TEMHA%Z
ECR g D EHVAJHE

+ JSONB7R— b

m w7 — T aRkEE

- XFHIRE (ERFTIRYR—B)
- BittaT&

« A>FF X R—XDN) L) —
- IB=

- UUID, Timestamp, ELEURE.
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I—=ILI>

- o)

N,

>

{ “color”: “red” }

QEC

ARETLIIGEN O

. Gle.

SELECT
FROM 'one/rule'

WHERE

startsWith (topic(2), ’'Vacl23') AND
(state = ‘SWEEP' OR bin.size < 30)"

"actions":

[{

"republish": {
"topic":
"controllers/${substring (topic(3),
3, 51"y
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AWS IoTH'5AWSH —E X/

SMEBDI> Rk > hD
O UZITD
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S3
705> il
- >

1. AWS H—EX 2. ZDtidDAWS

(EiEiEn]ge (Amazon Kinesis, AWS
Lambda, Amazon S373¢&
DH—EX%Z=#ZH)

Amazon Amazon Amazon
DynamoDB Kinesis Amazon RDS Amazon Glacier

€ O b
-

)l/ )I/ :/ Amazon AWS Amazon Amazon Amazon
SNS Lambda SQS Redshift EC2
3. A8BDI > RiIk1 > b
(Lambda and SNS*% #ZH)
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TIARX v RD

BT/ \A ADIBFEDRAFT—FR,. 7TVo—>3>
MBSERENERAT—HF X ZEIE T BISON
REFaA> bk

m /A RAD% (v RD) EUTRDES LT
050 R ETRIEST /A X

Shadow
B2 3> h50EKREST A A (SEXEEE
(FINAANATSA > TERBIA> A BT

5 )\ X (ZiE8D)

mRE7 A MNMIAWS [IoT L TEEIN. soecthng (1) (2)
API'YDSDKT};E'VFEJHG i}' | Seloct Color ®
\. 7

T
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AWS IoT Device Shadows

Read Last Set Desired
Reported State Future State

</>

Via RESTful
API
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1. )\ A ZMREDRAFT —HF A%Z LR—
>

Shadow

5. 7vIJF—hkenk % | (f: f‘;)

AT DA \\1\]{ = ‘E{’
FNRARPTTIUs—2arnsn

DOTR h=UIg)

-

AWS loT

6. T/ A ANEHDAT —F R %&

3. 7VIUT =2 3 >HREDT /A XD
AT —H R7ZBUS

-

4. PTVT—23NT) A ZD
27— 2EBEUIIAN ‘gp

7. TI\ARADRAF—S XM
EESNCC &=HER

=L Lk > 2. 25— X FZISONFER T
3 F—HIR NTIIRE
Device SDK
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« key: value
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AWS IoT 5/ ASDK

o AWS IoTHMEH LU TLB T/ 1 X[EIFDSDK
« C/Arduino Yun/Javascript(node.js) (CXt/it
e AWS IoTZFIR I BI=HDLLT DHEE = 1ot
Awvt—TO—-H— EORBEHEGEDTZSHDTLSL. 2
TFa1UFTAOL TS vILDRE
« MQTTOXxT>3>nEHE
- JWBAMQTTOSA 7> bSA4TJSUMDSwT (Publish/Subscribe)
e FINARS v RODEEBARL—2 3>

@ @

C-SDK JS-SDK Arduino Library
(Ideal for embedded (Ideal for Embedded (Arduino Yun)
0S) Linux Platforms)

http://docs.aws.amazon.com/ja_jp/iot/latest/developergquide/iot-device-sdk.html
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http://docs.aws.amazon.com/ja_jp/iot/latest/developerguide/iot-device-sdk.html

AWS loT Hardware Programld. AWS1—+
M=KD 7 TSI TA—LZEFE>TIARY
TYRTAZ IR EDEEIZRIBET,

loT Hardware /\—k7F—I[&. AWSIZIHETL
Y—)LXOSDKGEZRIE T HILET. T2 —
HHOBERZEIBTE. BRLLTHEERRE
ZWHITHZENTEEYT,

—MPrograml&. /\—k 7 (semiconductors,
connectivity modules, sensors, actuators)zz
HLTWS/N—rF—FRMAITISERET SN THRYFE
ER
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AWS IoT Hardware Program

amazon Partner

webservices | Network

Login to the APN Portal

Apply for loT Hardware Partner
Program

Find AWS loT Hardware Partners
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AWS IoTZ{ES IzbDFIR

7 )\ ADVEBK
sl BAZE D{ERK
IRU S —DVERK

SIBAZ(CT /A R ERVUS —ZEIYTS

5—4MPublish /Subscribe!!
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AWS IoTZ 2O Uwv D

Amazon Web Services

Compute
EC2
Vietual Servers in the Clowd
EC2 Container Service
>

Run and Manage Dockar Comsinars

Elastic Beanstalk
Run ang Manage Web Apps

Lambda

Run Code in Response 1o Events

Developer Tools
CodeCommit
Store Coda = Privale Git Repoaicces
CodeDeploy
Automace Code Deployments

< CodePipeline

o Relonse Software using Contireous Defivery

Management Tools

- e A labak

Internet of Things

AWS loT %74

Conract Davicas % the doud

Mobile Services

.. Mobile Hub *
" Bulld, Teat, and Monhce Mobile apps

Cognito
rJ User Identy and App Data Synchronization

a Madean Paca.

AWS loT

AWS loT is a managed cloud platform that lets connected devices
-- cars, light bulbs, sensor grids and more -- easily and securely
interact with cloud applications and other devices.

Get started Start interactive tutorial

Getting started documentation

46

,l’l‘l
fEiFamazon
web

[ 1] services



7 INA R%Z Rk
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Resources .
edison
Create a thing
Create a thing to device i) the oud. This step Creates an entry in the thing registry and 2150 3 thing shadow for your device.
Attributes
Nest (optional), you can use thing attributes to describe the identity and copabibties of your device. Each attribute i & key vakoe pair.
o | | | | o -

47



SEBASZ/ERR (1 9VY D)

Resources :
N
Create a certificate
Create a certificate v authenticate your dedoe's conmection po AWS |aT.
b yoir fowm certificate signing request {CSR) based on 4 private key you cen (advanced)
Your new certificate has been created. You can atrach a certificate 1o a !hil‘lg S0 it can connect i AWS loT and amach a pdl!y' Lia] san' it permissinns.
Please download these files and save them in a safe place, Certificates can be retrieved at any time, but the Private and Public Keys will not be retrievable after
closing this form.
_ s
48 isEramazon
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SIEBAE DYERK (B RIDCSR)

$ openssl genrsa -out privatekey.pem 2048

$ openssl req —new ¥

—-subj “/C=JP/ST=Tokyo/L=Meguro/O=Amazon Web Services Japan K.K./CN=AWS loT Certificate” \
-key privatekey.pem ¥
-out cert.csr

l TS5AR— bF—ECSREER

Create a certificate
Creste s certificate to authenticate your device's connection to AWS. 16T,
Csr-j 7 ,l/) I/ fou can generate a certificate with 1-click (recommended), or you can upload your own certificate signing request (CSR) based on ¢

= O & 1-Click Certificate Create

CSRZ 77w JO—R

amazon

webservices



SIBAZEDBMIEE I — MEAZEDHY D >0O— kK

Y Filter by resource names or by resource type (below)

(Al ) 3/3Things &% Rules 1747 Certificates
E " Aclivabe
373 Policies it Previoud

Deactivate
Revoke

Od0f5efG5322016 awsiot-handsan- awsiot-handson- demo-deivice Accapt Transfer

bbc3Bcheb120a paolicy palicy-2

ae36252419448 Reject Transfer
Transfer
Attach a policy
Attach a thing

= R R AN TS [Actions]
MS5[Activate]z2o w2

UTFDOU>OMB)L— NEREZY D> 0O0— K,

https://www.symantec.com/content/en/us/enterprise/verisign/roots/VeriSign-Class%?203-Public-Primary-Certification-Authority-G5.pem

T
50 1iamazon

BP9 webservices


https://www.symantec.com/content/en/us/enterprise/verisign/roots/VeriSign-Class 3-Public-Primary-Certification-Authority-G5.pem

RU S —DAFRY

awsiot-handson-policy

Create a policy
—_—)
Bction | k" | [ Pra— | . ﬁ:ﬂ

T I\A XCE R DHERZ sCik

]
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RIBAZEIC/RY S —ZEIDYTS

| T Filter by resource naomes or by resource type (below) elect 8 ACtions -

111 Things QWO Rules 171 Cerificates 171 Policies Fist  pra  Aciivate
st

Deactivarbe
Revoke

edison Accept Transfer
[Reject Transfer
Transier

PubSubTodmTopic

Attach a policy

Attach a thing

= O = g 0

sFEAE (CTF T W DO%Z AT, [Actions]
M S[Attach a policy[Z 2 Uw &

Attach policy to the following cerlificates:
+ bETcSBEAbI1ebITEIB0045441 afe1 Sed2d1B3bc264 TobEG8a0A T NS EdNaSE]

Policy Mame | awsiot-handson-policy] |

52
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RIBAZEICTI\A RZEIDYTS

| T Filter by resource names or by resource type (below)

I 4 # i1 Bali
(A} 171 Things O/ FRules 1/1 Certificates  1/1 Palicies fy pd Activate

Deactivate
Revake

enson Accept Translar
Reject Transfer
Transfar

sEBHE (CF T v I%Z AT, [Actions]
M5[Attach a thing]zZVJw o

Attach the following certificates to a thing:
« bATOCS86a031eb3TEI800454d1 afe1 5e80d 1 BAbc2B4ThbS68ala T4 fS6dfe583

ubSulb ToAry Topic

Thing Name | edison |

53



5 —#~%&Publish/SubscribeUT#H3

(mOSQUittoa 54 7> I\) privatekey.pem: TS5ANR—hF—
cert.pem: HIL:EES
rooca.pem: JL— NEERRE

Subscribe

$ mosquitto_sub --cafile "rootca.pem" --cert “"cert.pem" --key “privatekey.pem" ¥

-h “data.iot.ap-northeast-1.amazonaws.com" -p 8883 -q 1 -d -t ‘test/topic’

Publish

$ mosquitto_pub --cafile "rootca.pem" --cert “cert.pem" --key "privatekey.pem" ¥
-h "data.iot.ap-northeast-1.amazonaws.com" -p 8883 -gq 1 -d -t ‘test/topic” ¥

-m ‘hogehoge’
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5 —4 % Publish /Subscribe UT# 3 (MQTT.fx)

] [ ] W OTT s - LD L] L ] MO - DO
Exvas Wisdew HHE 0 P W adrm  HH
‘ bk G "Eal H Vi GaerbiT &
Publish | Subscrbe | Scripes  Brofer Status  Log Publiah | Subscribe  Scrpss  Broker Status  Log
P v [ Ge5d »| Rawssyln| | Neloess ) - - m o = || Gek
rinpk Mo, werted
Benlloge d
uuuuuuuu
Halbe, wrerid

http://docs.aws.amazon.com/ja_jp/iot/latest/developerquide/verify-pub-sub.htm
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http://docs.aws.amazon.com/ja_jp/iot/latest/developerguide/verify-pub-sub.html

Vo 2

\!

Amazon Web Sercices(AWS)&#T5%k
AWS IoT
XK&EH
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20165 EAWSAA> NAL VA —
BESBLTVWET !

« AWS Summit Tokyo

— Dayl 6H1H
— Day2,3 6HA2H-3H —fistzwv>3>

« AWS Public Sector Summit
— 6H20H. Washington DC

« AWS Public Sector Summit
— 8H3H. Canberra
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20165FGHELFT !

re:Invent 2016

20165F11H29H~12H2

NREZF T RTIL@T AN R
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SZ8H - re:Invent 2015(#R)

(MBL203)From Drones to Cars

http://www.slideshare.net/AmazonWebServices/mbl203-drones-to-cars-connecting-
the-devices-in-motion-to-the-cloud

https://www.youtube.com/watch?v=01cNOKDaOf4

(MBL204)Connecting the Unconnected

http://www.slideshare.net/AmazonWebServices/mbl204-state-of-the-union-iot-
powered-by-aws

https://www.youtube.com/watch?v=0WDIiSLVEkYQ

(MBL205)Everything You Want to Know About AWS IoT

http://www.slideshare.net/AmazonWebServices/mbl205-new-everything-you-want-
to-know-about-aws-iot

https://www.youtube.com/watch?v=0voIh9ENxdM

61

amazon

webservices


http://www.slideshare.net/AmazonWebServices/mbl203-drones-to-cars-connecting-the-devices-in-motion-to-the-cloud
https://www.youtube.com/watch?v=o1cN0KDaOf4
http://www.slideshare.net/AmazonWebServices/mbl204-state-of-the-union-iot-powered-by-aws
https://www.youtube.com/watch?v=0WDiSLVEkYQ
http://www.slideshare.net/AmazonWebServices/mbl205-new-everything-you-want-to-know-about-aws-iot
https://www.youtube.com/watch?v=OvoIh9ENxdM

SZ8H - re:Invent 2015(H#R)

(MBL302)Build Scalable, Serverless Mobile & IoT Back Ends with AWS Lambda
http://www.slideshare.net/AmazonWebServices/mbl302-scalable-serverless-mobile-iot-backendsporate-it-into-a-consumerfacing-device
https://www.youtube.com/watch?v=GnaO-LwdSuU

(MBL303)Build Mobile Apps for IoT Devices and IoT Apps for Mobile Devices
http://www.slideshare.net/AmazonWebServices/mbl303-build-mobile-apps-for-iot-devices-and-iot-apps-for-devices
https://www.youtube.com/watch?v=IUXFVIbDtUY

(MBL305)You Have the Data from Your Devices — Now What?
http://www.slideshare.net/AmazonWebServices/mbl305-you-have-data-from-the-devices-now-what-getting-the-value-of-the-iot
https://www.youtube.com/watch?v=2LHsfmfKLLO

(MBL311)Securey Thinging Across the Internet With AWS
http://www.slideshare.net/AmazonWebServices/mbl311-new-aws-iot-securely-building-provisioning-using-things
https://www.youtube.com/watch?v=G-kIJxzd NA8

(MBL312)AWS IoT Deep Dive - Programming the Physical World with Shadows and Rules
http://www.slideshare.net/AmazonWebServices/mbl312-new-aws-iot-programming-a-physical-world-w-shadows-rules

(MBL313)Understanding Hardware Platforms, Devices SDKs and Protocols
http://www.slideshare.net/AmazonWebServices/mbl313-new-aws-iot-understanding-hardware-kits-sdks-protocols
https://www.youtube.com/watch?v=rMiplPiU2nI
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http://www.slideshare.net/AmazonWebServices/mbl302-scalable-serverless-mobile-iot-backendsporate-it-into-a-consumerfacing-device
https://www.youtube.com/watch?v=GnaO-LwdSuU
http://www.slideshare.net/AmazonWebServices/mbl303-build-mobile-apps-for-iot-devices-and-iot-apps-for-devices
https://www.youtube.com/watch?v=lUXFVJbDtUY
http://www.slideshare.net/AmazonWebServices/mbl305-you-have-data-from-the-devices-now-what-getting-the-value-of-the-iot
https://www.youtube.com/watch?v=2LHsfmfKLL0
http://www.slideshare.net/AmazonWebServices/mbl311-new-aws-iot-securely-building-provisioning-using-things
https://www.youtube.com/watch?v=G-kJxzd_NA8
http://www.slideshare.net/AmazonWebServices/mbl312-new-aws-iot-programming-a-physical-world-w-shadows-rules
http://www.slideshare.net/AmazonWebServices/mbl313-new-aws-iot-understanding-hardware-kits-sdks-protocols
https://www.youtube.com/watch?v=rMiplPiU2nI

